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Beyond providing unprecedented financial autonomy, cryptocurrencies also 
reveal regulatory gaps that expose both consumers and the U.S. government to the 
risk of exploitation. Legal controversies surrounding the Binance cryptocurrency 
exchange illustrate how current U.S. regulations struggle to manage decentralized 
digital assets, thereby leaving vulnerabilities that bad actors can exploit.  

This Article underscores the urgent need for a balanced regulatory 
framework—inspired by approaches in Europe, the Middle East, and China—
that aligns consumer protection with the fostering of technological growth. A 
reformed approach must address regulatory gaps to protect consumers and support 
the economy while also allowing cryptocurrency—a transformative financial 
technology—to flourish. By incorporating adaptive compliance, robust oversight, and 
interagency coordination into its approach, the U.S. can create a regulatory 
environment that both safeguards economic integrity and ensures cryptocurrencies 
continue to thrive as a significant, stable force in modern finance.  
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I.  INTRODUCTION 
In 2019, Alexandra, a 24-year-old office manager from Moscow, 

turned to Binance, the world’s largest cryptocurrency platform,1 to buy 
drugs on a Russian darknet marketplace.2 Though illegal drug 

 
1 Specifically, Binance is the largest cryptocurrency platform by trading volume. 

Top Cryptocurrency Spot Exchanges, COINMARKETCAP, https://coinmarketcap.com/
rankings/exchanges/ [https://perma.cc/8M8L-25Y3] (last visited Oct. 25, 2024). 

2 Angus Berwick & Tom Wilson, How Crypto Giant Binance Became a Hub for Hackers, 
Fraudsters and Drug Traffickers, REUTERS (June 6, 2022), https://www.reuters.com/
investigates/special-report/fintech-crypto-binance-dirtymoney/ [https://perma.cc/
D6YW-LSLA]; Press Release, U.S. Treasury, Treasury Sanctions Russia-Based 
Hydra, World’s Largest Darknet Market, and Ransomware-Enabling Virtual 
Currency Exchange Garantex (Apr. 5, 2022), https://home.treasury.gov/news/
press-releases/jy0701 [https://perma.cc/UZ9F-H75V] (“[Darknet marketplaces 
are] Internet-based networks that individuals use special software to access in a 
manner designed to obscure the individuals’ identity and their associated Internet 
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purchases were common in Russia, they traditionally required cash 
transactions—which often involved knowing someone personally and 
carried a higher risk of scams—before cryptocurrency became 
widespread.3 With Binance, however, Alexandra was able to bypass the 
hurdles of in-person transactions—convenient at the time, though 
ultimately regrettable in hindsight. 

By relying on the platform’s relaxed identification requirements, 
she was able to make transactions without scrutiny, taking advantage 
of the anonymity offered by the exchange.4 What began as a coping 
mechanism for her bipolar disorder spiraled into an addiction that 
ultimately led her to seek psychiatric help.5 Alexandra’s story is just one 
of many exemplifying how Binance’s insufficient regulatory measures 
harm individuals and enable illegal activities.6 Her case highlights the 
pressing need for stricter oversight in the cryptocurrency space, where 
platforms like Binance make it easier for bad actors to exploit users 
with minimal risk of detection. 

Cryptocurrencies (“crypto”), like the ones purchased on Binance 
and used by Alexandra to buy drugs on the darknet, have rapidly 
emerged as a disruptive force to global financial systems.7 Their ability 
to provide decentralized control and financial autonomy outside the 
purview of traditional banking and governmental oversight has 
revolutionized the concept of money and monetary transactions.8 
However, the very features that make cryptocurrencies promising—
such as decentralization, anonymity, and a capacity to transcend 
borders—also pose significant legal and regulatory challenges. Dubbed 

 
activity. [Darknet marketplaces] almost exclusively accept virtual currency as 
payment for a large range of illegal services and goods, including ransomware-as-a-
service (RaaS). Virtual currency is often the payment method of choice on darknet 
marketplaces[.]”).  

3 Sarah Perrin, Drug Dealers Tell Us How to Spot a Sucker, VICE (May 3, 2019), 
https://www.vice.com/en/article/drug-dealers-tell-us-how-to-spot-a-sucker/ 
[https://perma.cc/2SZW-M2BT]. 

4 See Berwick & Wilson, supra note 2. 
5 Id. 
6 Id. 
7 Anshu Siripurapu & Noah Berman, The Crypto Question: Bitcoin, Digital Dollars, and 

the Future of Money, COUNCIL ON FOREIGN RELS., https://www.cfr.org/
backgrounder/crypto-question-bitcoin-digital-dollars-and-future-money [https://
perma.cc/2FPW-2NN9] (last updated Jan. 17, 2024, 1:00 PM). 

8 Id. 
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the “next big thing” in the 2010s,9 cryptocurrencies have lived up to 
much of their potential;10 however, they have also encountered 
significant challenges, particularly in conforming to U.S. regulatory 
laws.11 This tension has placed them at the center of high-profile legal 
controversies, with Binance as a prime example, due to its involvement 
in prominent lawsuits and settlements. 

In 2023, Binance found itself at the center of a legal storm, leading 
to a landmark settlement with the U.S. Department of Justice 
(“DOJ”).12 As part of the settlement, Binance agreed to pay $3.4 billion 
to the Financial Crimes Enforcement Network (“FinCEN”) and 
$968 million to the Office of Foreign Assets Control (“OFAC”) for 
violations of anti-money laundering (“AML”) and sanctions laws.13 
However, the legal challenges did not end there. The Securities and 
Exchange Commission (“SEC”) also charged Binance for allegedly 
violating U.S. securities laws.14 The outcome of the SEC’s case, which 
is still ongoing,15 will likely have significant implications for the 
cryptocurrency industry. 

 
9 The Next Big Thing, ECONOMIST (May 7, 2015), https://www.economist.com/

special-report/2015/05/07/the-next-big-thing [https://perma.cc/83U4-B238]. 
10 Nicholas Anthony, Money Across Borders: How Cryptocurrency Has Opened Global 

Exchange, CATO INST.: PUBL’NS (Nov. 7, 2023), https://www.cato.org/publications/
money-across-borders-how-cryptocurrency-has-opened-global-exchange 
[https://perma.cc/PY33-EPY7]. 

11 See America’s Crypto Industry Continues to Struggle Through Regulatory Environment, 
THESTREET: ROUNDTABLE, https://www.thestreet.com/crypto/policy/americas-
crypto-industry-continues-to-struggle-through-regulatory-environment [https://
perma.cc/HGG7-45M3]; see also Jennifer Freel & Ryan Will, New Kid on the Blockchain: 
Recent Developments in the Efforts to Regulate Cryptocurrencies, FED. LAW., July/Aug. 2020, 
at 14, 15.  

12 Plea Agreement, United States v. Binance Holdings Ltd., No. 23-178RAJ (W.D. 
Wash. Nov 21, 2023), ECF No. 23, https://www.justice.gov/criminal/media/
1327926/dl?inline [https://perma.cc/94GX-L3V3]. 

13 Press Release, U.S. Dep’t of the Treasury, U.S. Treasury Announces Largest 
Settlements in History with World’s Largest Virtual Currency Exchange Binance for 
Violations of U.S. Anti-Money Laundering and Sanctions Laws (Nov. 21, 2023), 
https://home.treasury.gov/news/press-releases/jy192 [https://perma.cc/A6PE-
HS92]. 

14 SEC v. Binance Holdings Ltd. (The SEC v. Binance Case), No. CV 23-1599, 2024 
WL 3225974 (D.D.C. June 28, 2024). 

15 Binance Must Face Bulk of US SEC Crypto Lawsuit, Judge Rules, REUTERS (July 1, 
2024, 9:50 AM) https://www.reuters.com/legal/binance-must-face-bulk-us-sec-
crypto-lawsuit-judge-rules-2024-06-29/ [https://perma.cc/B7P9-YFNX]. 
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The Binance quandary raises critical questions about the adequacy 
of U.S. securities laws to regulate the decentralized nature of 
cryptocurrencies and whether more specific, nuanced frameworks are 
needed to address these unique challenges. Incidents like those 
involving Binance not only highlight the risks posed by bad actors but 
also reveal gaps in regulatory systems struggling to keep pace with this 
rapidly evolving technology. The evolution of cryptocurrencies creates 
a multitude of unresolved legal questions: Are existing laws sufficient 
to manage the complexities of decentralized digital assets? How can 
regulators provide fraud prevention, consumer protection, and market 
stability without stifling innovation? This Article contends that while 
current legal frameworks offer a foundation, they fall short of fully 
addressing the risks associated with cryptocurrencies. If left 
unresolved, these gaps could destabilize financial markets and facilitate 
illicit activities that threaten the integrity of global finance. This Article 
explores potential solutions by examining international regulatory 
approaches and proposing a comprehensive legal framework tailored 
to the distinct challenges posed by cryptocurrencies. 

This Article proceeds as follows: Part II analyzes Binance’s legal 
challenges, shedding light on gaps within the U.S. regulatory 
framework. Part III examines the vulnerabilities inherent in the 
cryptocurrency market, focusing on the risks posed by decentralized 
platforms. Part IV explores the limitations of applying traditional 
securities laws to digital assets and discusses why these laws struggle to 
regulate cryptocurrency. Part V delves into decentralization, 
highlighting the tension between the libertarian ideals driving 
cryptocurrency and the need for regulatory oversight. Part VI broadens 
the scope to review global regulatory approaches, drawing lessons 
from countries that have adopted frameworks that balance innovation 
with consumer protection. Part VII proposes reforms for U.S. 
cryptocurrency regulation that could create a coherent regulatory 
environment while anticipating the future trajectory of 
cryptocurrencies. 
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II.  THE LEGAL CHALLENGES FACING BINANCE 

A. SEC Charges 
In June of 2023, the SEC charged Binance with trading 

unregistered securities and inflating trading volumes, citing violations 
of the Securities Act of 1933.16 This act—one of the earliest efforts to 
impose federal oversight on the financial markets—introduced a 
system of registration and disclosure to ensure companies provide 
accurate information to investors.17 The Act defines securities broadly, 
encompassing not just traditional stocks and bonds but also 
investment contracts.18 But what qualifies as an investment contract 
was brought into focus by the Supreme Court’s holding in SEC v. W.J. 
Howey Co.,19 which established the Howey test.20 The Howey test 
determines whether a transaction qualifies as an investment contract 
and, therefore, a “security.” Under the test, a transaction is deemed an 
investment contract if it involves (1) an investment of money (2) in a 
common enterprise21 (3) with the expectation of profits (4) derived 
primarily from the efforts of others.22 Binance’s case hinges on how 
the Howey test is applied to tokens traded on its platform.  

Though the SEC argues many of these tokens (except for 
Bitcoin)23 are securities because they meet the Howey test criteria,24 

 
16 The SEC v. Binance Case, 2024 WL 3225974, at *1; Securities Act of 1933, ch. 38, 

48 Stat. 74 (codified as amended at 15 U.S.C. §§ 77a–77aa). 
17 See Securities Act of 1933, Pub. L. No. 73-22, 48 Stat. 74 (codified as amended 

at 15 U.S.C. §§ 77a–77aa). 
18 Securities Act of 1933 § 2(a)(1); 15 U.S.C. § 77b(a)(1). 
19 SEC v. W.J. Howey Co., 328 U.S. 293, 298 (1946). 
20 See id. 
21 Oni Harton, What Is the Howey Test?, FINDLAW (May 1, 2024), https://

www.findlaw.com/consumer/securities-law/what-is-the-howey-test.html [https://
perma.cc/X97D-ZFAK] (“Most federal courts define a common enterprise as a 
horizontal commonality. That means investors pool their money or assets together 
to invest in a project.”). 

22 See id.  
23 Martin Rivers, Bitcoin Is Not Crypto, The SEC Confirms, FORBES DIGITAL ASSETS 

(July 31, 2023), https://www.forbes.com/sites/martinrivers/2023/07/31/bitcoin-
is-not-crypto-the-sec-confirms/ [https://perma.cc/X6TE-ACNH]. 

24 Jinwan Cho, Cryptocurrency Under the Gavel: The Implications of SEC Lawsuits Against 
Binance and Coinbase, SCI. & TECH. L. REV.: BLOG (Mar. 3, 2024), https://
journals.library.columbia.edu/index.php/stlr/blog/view/598 [https://perma.cc/
JUU9-CSNM] (“SEC Chair Gary Gensler has even claimed that most 
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Binance has not registered these tokens with the SEC as required by 
U.S. securities laws.25 This underscores the challenge of applying 
traditional securities laws to decentralized digital assets. In this case, 
the challenge has already led to record-breaking settlements for both 
FinCEN and OFAC: $3.4 billion and $968 million, respectively—the 
largest fines in each agency’s history.26 The U.S. government’s 
crackdown on Binance sent a strong message to the crypto industry; as 
Treasury Secretary Janet Yellen stated, “If virtual currency exchanges 
and financial technology firms wish to realize the tremendous benefits 
of being part of the U.S. financial system and serving U.S. customers, 
they must play by the rules. And if they do not, the U.S. government 
will take action.”27 The declaration signaled to the crypto industry that 
these breakthrough technologies and revolutionary approaches to 
financial transactions will not receive exemptions or leniency from U.S. 
securities laws.28 But the question remains: Could the U.S. consider 
adopting new, innovative laws that account for these emerging financial 
instruments? 

Unlike traditional financial instruments, cryptocurrencies often 
exist in a gray area between commodities, securities, and entirely new 
asset classes. The SEC’s attempt to classify cryptocurrencies as 
securities under the Howey test is part of the agency’s broader goal: to 
bring the cryptocurrency market under the SEC’s regulatory oversight. 
However, this has been met with resistance from the cryptocurrency 
community, which argues that traditional regulatory frameworks are 
ill-suited to address the unique characteristics of digital assets.29 

The Howey test, while central to determining whether certain assets 
qualify as securities, faces significant limitations when applied to 
modern digital assets. Namely, it was developed in a different era, long 

 
cryptocurrencies should be classified as such, with Bitcoin being a notable 
exception.”). 

25 See SEC v. Binance Holdings Ltd., No. CV 23-1599, 2024 WL 3225974, at *3 
(D.D.C. June 28, 2024). 

26 See Press Release, supra note 13. 
27 Nitisha Pawa, The Feds Did Not Go Easy on CZ, SLATE: TECH. (Nov. 21, 2023), 

https://slate.com/technology/2023/11/binance-changpeng-zhao-cz-crypto-justice-
department-treasury-crackdown.html [https://perma.cc/7JJH-2YLM]. 

28 Id. 
29 See Todd Phillips & Beau J. Baumann, The Major Questions Doctrine’s Domain, 89 

BROOK. L. REV. 747, 751–52 (2024). 
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before the emergence of cryptocurrencies and decentralized finance 
(“DeFi”).30 Cryptocurrencies, particularly those involved in DeFi, 
often blur the lines between commodities and securities, limiting 
consistent application of the test. The SEC has faced challenges in 
regulating the cryptocurrency market due to the inherently 
decentralized nature of these assets, which often lack a central entity 
responsible for registration and compliance.31 Although the SEC 
considers many cryptocurrencies to fall within its regulatory purview, 
internal disagreements persist over the extent to which blockchain 
networks or cryptocurrency creators can be held accountable for 
market manipulation or other violations—especially antitrust 
violations under the Sherman Act.32 

By accusing Binance of inflating its trading volumes, the SEC 
brought attention to potential gaps in market manipulation oversight 
within the cryptocurrency sector. Though Binance’s settlement with 
the DOJ might suggest the platform is willing to accept responsibility 
for its faults, it refuses to concede to the SEC’s enforcement 
approach.33 Binance claims the SEC is ill-equipped to handle the 
complexities of the cryptocurrency industry.34 According to Binance, 
the SEC abandoned productive engagement, choosing “to regulate 
with the blunt weapons of enforcement and litigation” rather than 
adopting a “thoughtful, nuanced approach” that accounts for the 
unique and dynamic nature of digital assets.35 

Binance’s statement also emphasizes that the SEC’s approach—
which Binance contends appears to prioritize making headlines and 
asserting jurisdictional control over fostering genuine investor 

 
30 Arie Trouw, Is “The Howey Test” Outdated? Modernizing Regulations for the Digital 

Age, COINTELEGRAPH (Jan. 20, 2023), https://cointelegraph.com/innovation-
circle/is-the-howey-test-outdated-modernizing-regulations-for-the-digital-age 
[https://perma.cc/UR3V-N5UT]. 

31 See Will Kleindienst, Bitcoin, Blockchain, and Cryptocurrencies: A Legal Perspective, S.C. 
LAW., May 2022, at 50, 54. 

32 15 U.S.C. §§ 1–7; see JoHanna Cox, Money’s Future in Web 3.0, SCITECH LAW., 
Winter 2023, at 12, 17–18. 

33 SEC Complaint Aims to Unilaterally Define Crypto Market Structure, BINANCE: 
BINANCE BLOG (June 5, 2023), https://www.binance.com/en/blog/ecosystem/sec-
complaint-aims-to-unilaterally-define-crypto-market-structure-8707489117122437402 
[https://perma.cc/3YZA-TY78]. 

34 See id. 
35 Id. 
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protections—may actually undermine financial innovation in the U.S.36 
According to Binance, traditional U.S. securities laws are not well-
suited to cryptocurrency markets, which require collaborative and 
transparent policy development rather than unilateral enforcement.37 
This situation, Binance suggests, exemplifies the need for regulatory 
clarity tailored to the distinct nature of digital assets rather than forcing 
cryptocurrency markets into traditional frameworks.38 If Binance 
prevails, it could highlight how current U.S. securities laws are 
insufficient for managing the volatility and lack of transparency 
inherent in cryptocurrency markets. 

B. DOJ Lawsuit 
While the SEC’s charges against Binance focus on securities 

violations, the DOJ’s lawsuit targets more severe charges, including 
violations of the International Emergency Economic Powers Act 
(“IEEPA”)39 and AML regulations.40 Binance pled guilty to allowing 
U.S. customers to access its unregulated international platform, 
exposing the company to significant criminal liability.41 

The IEEPA, enacted in 1977, grants the President broad powers 
to regulate commerce in response to “unusual and extraordinary 
threats” to national security, foreign policy, or the economy.42 Under 
this law, the U.S. government can impose sanctions on individuals, 
companies, and even entire countries that are deemed to pose a threat 
to national security.43 In the case of Binance, the DOJ accused the 
company of facilitating transactions with users in sanctioned countries, 
including Iran and North Korea.44 These transactions, which were 
conducted through Binance’s international platform, violated U.S. 
sanctions laws and allowed individuals and entities in these countries 

 
36 See id.  
37 Id. 
38 Id. 
39 50 U.S.C. §§ 1701–1707. 
40 See Plea Agreement, supra note 12, at 2. 
41 See id. at 12. 
42 50 U.S.C. § 1701(a)–(b). 
43 Id. 
44 See Plea Agreement, supra note 12, at 7. 
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to engage in illegal activities, such as terrorism financing and money 
laundering.45 

AML regulations are another critical aspect of the DOJ’s case 
against Binance.46 AML laws require financial institutions to 
implement robust compliance programs to detect and prevent money 
laundering activities.47 These programs typically include Know Your 
Customer (“KYC”) procedures, which mandate that institutions verify 
the identity of their customers and monitor transactions for suspicious 
activity.48 

Binance’s failure to comply with AML regulations, particularly in 
its KYC procedures, stemmed from several specific deficiencies. For 
example, Binance reportedly allowed users to create accounts with 
minimal verification, often requiring only an email address to access 
certain platform services.49 This allowed users to remain largely 
anonymous, facilitating activities such as untraceable transactions 
across borders.50 Additionally, reports indicated that Binance delayed 
implementing mandatory KYC processes until 2021, even as the 
platform grew rapidly in prior years and became a target for illicit use.51 
Furthermore, Binance’s transaction monitoring was criticized for 
being ineffectual, which allowed large sums of money to be transferred 

 
45 See Press Release, supra note 13. 
46 See Plea Agreement, supra note 12, at 2. 
47 Anti-Money Laundering: AML Programs, COMMODITY FUTURES TRADING 

COMM’N, https://www.cftc.gov/IndustryOversight/AntiMoneyLaundering/dsio_
amlprograms.html [https://perma.cc/VGQ3-KQVW] (last visited Nov. 26, 2024).  

48 See ESWAR S. PRASAD, THE FUTURE OF MONEY, HOW THE DIGITAL 
REVOLUTION IS TRANSFORMING CURRENCIES AND FINANCE 106 (2021). 

49 Press Release, Off. of Pub. Affs., Binance and CEO Plead Guilty to Federal 
Charges in $4B Resolution (Nov. 21, 2023), https://www.justice.gov/opa/pr/
binance-and-ceo-plead-guilty-federal-charges-4b-resolution [https://perma.cc/WF8H-
U24B]. 

50 Id. 
51 Id.; Oversight of the Financial Crimes Enforcement Network (FinCEN) and the Office of 

Terrorism and Financial Intelligence (TFI): Hearing on H.R. 7963 Before the H. Comm. on Fin. 
Servs., 118 Cong. (2024) (statement of Andrea M. Gacki, Dir., Fin. Crimes Enf’t 
Network), https://www.fincen.gov/news/testimony/statement-fincen-director-andrea-
gacki-house-committee-financial-services [https://perma.cc/ZU47-2X5P] (citing In 
re Binance Holdings Ltd., Docket No. 2023-04, Consent Order (Dep’t of the 
Treasury Nov. 21, 2023), https://www.fincen.gov/sites/default/files/enforcement_
action/2023-11-21/FinCEN_Consent_Order_2023-04_FINAL508.pdf 
[https://perma.cc/FX2R-UEDM]). 



NOV. 2024] Reality Check: Regulate or Ruin? 263 

without raising compliance red flags, even when patterns were 
indicative of money laundering.52 

Binance’s case underscores the broader challenges regulators face 
in applying AML and sanctions laws to cryptocurrency platforms, 
especially those with complex cross-border operations. Unlike fully 
decentralized exchanges (“DEXs”) like MetaMask,53 which operate 
without a central authority, Binance is a centralized exchange that 
facilitates trading for digital assets that are typically decentralized in 
nature.54 As the largest centralized cryptocurrency exchange,55 Binance 
still poses challenges for regulatory enforcement due to its global reach 
and intricate corporate structure, which allegedly allows it to skirt 
compliance in certain jurisdictions.56 Although agencies like the DOJ 
intend to hold Binance accountable, the DOJ’s lawsuit highlights how 
current regulatory frameworks struggle to deal with exchanges that can 
avoid scrutiny by shifting operations and utilizing opaque corporate 
layers.57 The lawsuit against Binance emphasizes the need for more 
robust frameworks—ones that can address compliance for both 
centralized exchanges operating in decentralized ecosystems and fully 
decentralized platforms. 

 
52 Id. 
53 The Ins and Outs of  Decentralized Exchanges (DEXs), HEDERA, https://hedera.com/

learning/decentralized-finance/decentralized-exchanges [https://perma.cc/8K96-
RA5X] (last visited Nov. 3, 2024). 

54 Jesse Anglen, What Is a Centralized Crypto Exchange Platform?, RAPID 
INNOVATION, https://www.rapidinnovation.io/post/what-is-a-centralized-crypto-
exchange-platform [https://perma.cc/N49H-MU5R] (last visited Nov. 13, 2024) 
(“A centralized crypto exchange (CEX) platform is a marketplace where 
cryptocurrencies such as Bitcoin, Ethereum, and many others are bought, sold, and 
traded. These platforms act as intermediaries and are run by a specific company that 
maintains control over the operation of the exchange. Unlike decentralized platforms 
where transactions occur directly between users, centralized exchanges provide a 
more traditional, managed environment similar to traditional stock exchanges.”). 

55 Shaun Lee, Market Share of Centralized Crypto Exchanges, by Trading Volume, 
COINGECKO (July 26, 2024), https://www.coingecko.com/research/publications/
centralized-crypto-exchanges-market-share [https://perma.cc/46RW-7DN3]. 

56 See Kleindienst, supra note 31, at 54. 
57 See id. 
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III.  VULNERABILITIES IN THE CRYPTOCURRENCY MARKET 

A. Legal Gaps in a Decentralized Environment 
The decentralized nature of cryptocurrencies creates a significant 

challenge for regulators. Traditional financial systems rely on centralized 
institutions—such as banks, payment processors, and clearinghouses—
that serve as intermediaries in financial transactions.58 These 
intermediaries are subject to a wide range of regulatory requirements, 
including the Bank Secrecy Act (“BSA”)59 and AML regulations,60 
designed to prevent financial crimes like money laundering, terrorist 
financing, and fraud.61 

In contrast, cryptocurrencies operate on decentralized networks: 
Transactions are verified by a distributed network of participants 
rather than a central authority.62 This decentralized structure makes it 
difficult for regulators to impose the same kinds of oversight that exist 
in traditional financial markets. Without intermediaries to collect 
information and report suspicious activity, regulators are often left in 
the dark, unable to detect or prevent illicit activities on cryptocurrency 
platforms. 

The BSA, one of the first laws in the United States to address 
money laundering,63 requires financial institutions to keep detailed 
records of financial transactions and report any suspicious activity to 
the government.64 This law has been instrumental in detecting and 
preventing money laundering within the traditional financial system, 
where centralized institutions fulfill these reporting duties.65 

However, the effectiveness of the BSA is limited in the 
cryptocurrency market—especially on truly decentralized platforms.66 

 
58 See id. 
59 12 U.S.C. §§ 1951–1960. 
60 31 U.S.C. §§ 5311–5318A. 
61 Id. 
62 See Blockchain 101, USDF CONSORTIUM, https://usdfconsortium.com/

blockchain-101/ [https://perma.cc/8UQM-7LGG] (last visited Nov. 13, 2024).  
63 See 31 U.S.C. §§ 5311–5314. 
64 31 U.S.C. § 5318(h). 
65 Id. 
66 Benjamin Hardy, US Officials Warn DeFi Services: Follow AML Rules or Face 

Consequences, ACAMS: MONEYLAUNDERING.COM (Apr. 6, 2023), https://
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While centralized exchanges like Binance are required to implement 
AML and KYC measures to comply with the BSA, peer-to-peer 
(“P2P”) decentralized exchanges operate without a central authority 
and lack the infrastructure to report suspicious transactions.67 On these 
platforms, transactions are facilitated directly between users, making it 
difficult to collect identifying information or monitor activity in line 
with the BSA’s requirements.68 This decentralized, peer-to-peer 
structure thus leaves a significant gap in oversight, challenging 
regulators to devise new approaches that address the unique 
compliance issues presented by these platforms. 

Similar problems arise with KYC procedures. In traditional 
financial markets, KYC procedures are relatively straightforward, as 
institutions can rely on government-issued identification and other 
documentation to verify the identity of their customers.69 However, in 
the world of cryptocurrencies, KYC procedures are much more 
difficult to implement. Many cryptocurrency platforms allow users to 
create accounts with little to no identification, sometimes requiring 
nothing more than an email address, making it easy for bad actors to 
transact anonymously.70 Even when platforms require identification, 
tracking the flow of funds after a transaction begins is complicated by 
the blockchain’s decentralized and pseudonymous nature.71 Criminals 

 
www.moneylaundering.com/news/us-officials-warn-defi-services-follow-aml-rules-
or-face-consequences/ [https://perma.cc/CAG2-EDJP]. 

67 Id. 
68 See Walking the Risk Tightrope on P2P Exchanges, BITAML (May 14, 2024), https://

bitaml.com/2024/05/14/walking-the-tightrope-of-risk-on-p2p-exchanges/ 
[https://perma.cc/F6ZW-6P7P]. 

69 See Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism (USA Patriot) Act of 2001, Pub. L. 
No. 107-56, 115 Stat. 317. 

70 Kane Pepi, Anonymous Non KYC Exchanges, 99BITCOINS (Oct. 30, 2024) https://
99bitcoins.com/cryptocurrency/no-kyc-crypto-exchanges/ [https://perma.cc/RSP9-
62ER] (“Opening an account typically only requires an email address. Some non 
KYC crypto exchanges have no account requirements at all.”). 

71 Privacy Coins and Taxes: What You Need to Know, DIVLY (Nov. 23, 2024, 2:27 PM), 
https://divly.com/en/guides/privacy-coin-crypto-taxes [https://perma.cc/3EL3-
HZKL] (“The central concern that regulators have with privacy coins is their 
potential misuse for money laundering, tax evasion, and financing of terrorism. Due 
to the anonymous nature of transactions, tracing the flow of funds becomes 
exceedingly difficult, making it easier for individuals to sidestep AML and CTF 
regulations.”). 
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can use techniques such as “mixers” or “tumbling” services to further 
obscure their transactions, exploiting the very privacy features that 
attract legitimate users to cryptocurrencies.72 

Additionally, no laws specifically address crimes involving 
cryptocurrencies.73 Rather, when criminals engage in illicit activities 
using cryptocurrencies, they are typically charged under broader 
statutes like wire fraud and securities fraud.74 For such charges to be 
upheld, the government must prove that cryptocurrencies serve as 
assets or monetary tools.75 Courts, however, are divided on this issue. 
For example, the Fifth Circuit ruled that investigation costs tied to a 
hacking incident involving a ransom demand of 125 Bitcoins were not 
recoverable under the Mandatory Victims Restitution Act.76 In 
contrast, the Eighth Circuit allowed the recovery of investigation costs 
under the same act in a different case.77 This disparity within federal 
courts reveals a critical paradox: While users and platforms are 
expected to comply with regulatory standards, courts lack a unified 
approach to enforcing them. Before compliance can be expected of 
users, the judiciary must first establish a clear, consistent framework 
that sets a predictable standard across jurisdictions. A cohesive 
approach would not only support accountability but also ensure that 
users and platforms can operate confidently within the cryptocurrency 
ecosystem.  

B. The Main Players and Their Approaches 
The cryptocurrency market in the United States operates within a 

complex regulatory framework. Multiple agencies are involved, each 

 
72 See id.; What Is a Tumbler, and Is Cryptocurrency Tumbling Safe?, FREEMAN L., 

https://freemanlaw.com/what-is-a-tumbler-and-is-cryptocurrency-tumbling-safe/ 
[https://perma.cc/LY74-SX9D] (last visited Nov. 14, 2024) (“[A] tumbler, also 
known as a mixer, is a helpful service that blends various floods of potentially 
identifiable digital currency. It is used to improve the basic nature of exchanges by 
making Bitcoins harder to trace. Such services generally cost anywhere between 
0.29% and 3.00% of the mixed amount. In the end, there should be no association 
between the coin’s original exchange and the final exchange to which it is moved.”). 

73 See Cox, supra note 32, at 12. 
74 Id. 
75 See 18 U.S.C § 1348; see also 15 U.S.C § 78. 
76 Id. at 17 (citing United States v. Koutsostamatis, 956 F.3d 301 (5th Cir. 2020)). 
77 Id. at 17 (citing United States v. Gammell, 932 F.3d 1175 (8th Cir. 2019)). 
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with its own mandates and perspectives on digital asset regulation.78 
The overlapping authority of entities such as the SEC, the DOJ, and 
the Commodity Futures Trading Commission (“CFTC”) adds layers 
of complexity and stresses the need for clearer regulatory guidelines.79 

The SEC, for example, has focused its cryptocurrency regulation 
efforts by attempting to classify cryptocurrencies as securities, which 
must comply with U.S. securities laws.80 This approach was 
exemplified in the Binance case: The SEC argued that Binance failed 
to register multiple crypto assets as securities, describing the situation 
as “an elaborate scheme to evade U.S. federal securities laws.”81 This 
viewpoint aligns with the SEC’s mission to oversee financial markets 
and protect investors, yet as previously discussed, this position has 
stirred significant controversy.82 

But even within the SEC, there is disagreement on enforcement 
strategies.83 While SEC Chair Gary Gensler maintains that “crypto 
asset securities markets do not warrant exemptions from . . . securities 

 
78 See, e.g., Teresa Guillén et al., DOJ, CFTC and SEC Bring Separate Actions for the 

Same Conduct: Alleged Digital Asset Manipulation and Fraud Scheme on Mango Markets 
Platform, BAKER & HOSTETLER LLP (Feb. 24, 2023), https://www.bakerlaw.com/
insights/doj-cftc-and-sec-bring-separate-actions-for-the-same-conduct-alleged-digital-
asset-manipulation-and-fraud-scheme-on-mango-markets-platform/ [https://perma.cc/
G4ZV-ZCF8]. 

79 Id. 
80 Sidney Edgar, Navigating the “Wild West” of Cryptocurrency: Creating a Clear Path 

Towards Regulation, 51 FLA. ST. U. L. REV. 229, 235–37 (2023). 
81 See id.  
82 Adam Goldberg et al., Coinbase Contests the SEC’s Regulatory Authority over Crypto 

Exchanges, Staking, PILLSBURRY LLP (July 5, 2023), https://www.pillsburylaw.com/
en/news-and-insights/coinbase-sec-crypto-exchanges-staking.html [https://perma.cc/
Y65C-7BFL] (“The ongoing Coinbase litigation highlights the significant gap 
between recent SEC enforcement actions and market participants’ hopes for a more 
clearly defined regulatory structure. Such participants—including Coinbase—have 
publicly pleaded for more formal SEC rulemaking or for Congress to pass legislation 
that clarifies when U.S. securities laws apply to digital assets. The SEC has instead 
brought a flurry of litigation pursuant to rules they claim are already clear. ‘Crypto 
markets suffer from a lack of regulatory compliance,’ SEC Commissioner Gary 
Gensler stated during an April 2023 hearing before Congress, ‘not a lack of regulatory 
clarity.’ ”). 

83 See Gino Matos, SEC Has the Tools to Provide Clear Guidelines but Chose Not To — 
Commissioner Hester Peirce, CRYPTO BRIEFING (Sept. 24, 2024), https://crypto
briefing.com/sec-crypto-clarity-peirce/ [https://perma.cc/QLL2-MPMD]. 
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laws,”84 dissenting commissioners Hester Peirce and Mark Uyeda 
argue that securities laws are overly broad and not suited for crypto 
assets.85 Commissioner Carolina Crenshaw has voiced concerns over 
regulatory approaches that do not adequately address underlying 
market vulnerabilities.86 

The DOJ, on the other hand, takes a different approach, focusing 
on criminal enforcement.87 The DOJ is the only federal agency with 
authority to bring criminal charges against cryptocurrency exchanges, 
and its key enforcement strategy is centered around the BSA.88 The 
BSA mandates strict compliance with AML and KYC laws, as well as 
record-keeping and suspicious activity reporting.89 Recognizing the 
distinct challenges of the crypto market, in 2021, the DOJ established 
the National Cryptocurrency Enforcement Team (“NCET”) to 
address digital asset risks.90 This team is dedicated to prosecuting 
violations, promoting compliance, and improving oversight in the 
cryptocurrency market.91 

The CFTC steps in when cryptocurrencies are classified as 
commodities rather than securities.92 The CFTC is tasked with 
“promot[ing] the integrity, resilience, and vibrancy of the U.S. 
derivatives markets through sound regulation.”93 The Commission 
primarily focuses on regulating cryptocurrency derivatives, such as 
futures and swaps, particularly for Bitcoin and Ethereum, which it 
categorizes as commodities.94 However, jurisdictional boundaries 
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85 See id. 
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87 See Robert A. Schwinger, Blockchain Law: DOJ’s ‘Cryptocurrency Enforcement 

Framework’, NORTON ROSE FULBRIGHT (Jan. 17, 2021), https://www.norton
rosefulbright.com/en/us/knowledge/publications/9df9a4ef/blockchain-law-dojs-
cryptocurrency-enforcement-framework [https://perma.cc/U2SP-5VLM]. 

88 See id. 
89 12 C.F.R. §§ 21.11, 163.180, 1010.310 (2024). 
90 See id. 
91 See id. 
92 CFTC, Promoting the Integrity, Resilience, and Vibrancy of the U.S. Derivatives Markets 

Through Sound Regulation, COMMODITY FUTURES TRADING COMM’N (last visited Nov. 
3, 2024), https://www.cftc.gov/node?page=8 [https://perma.cc/8U2S-NFNR]. 

93 The Commission, CFTC, https://www.cftc.gov/About/AboutTheCommission 
[https://perma.cc/3K4X-Y4EN (staff-uploaded)] (last visited Nov. 15, 2024). 

94 See id. 
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between the CFTC and the SEC remain blurred, creating uncertainty 
for companies and investors over which rules apply.95 This regulatory 
overlap has also led to confusion in the industry, highlighting the 
urgent need for a coherent framework that clearly delineates 
responsibilities between these agencies.96 

Despite these varied approaches, regulatory gaps persist—
particularly as new technologies in the cryptocurrency industry outpace 
existing legal frameworks. These gaps have not gone unexploited. 

C. Exploitation of Regulatory Loopholes 
The cryptocurrency market, operating in a largely unregulated 

environment, has become fertile ground for exploitation, as evidenced 
by both high-profile exchange collapses and cyberthreats. A lack of 
consistent regulatory oversight has enabled some platforms and 
individuals to engage in practices that would be more tightly controlled 
in traditional financial markets, leading to significant vulnerabilities 
within the industry. 

One of the most glaring examples of this exploitation is the 
collapse of FTX,97 a once-prominent cryptocurrency exchange, which 
revealed the severe risks unregulated platforms can pose to investors. 
FTX’s founder, Sam Bankman-Fried, positioned the exchange as a 
leader in the global cryptocurrency market; behind the scenes, 
however, the company engaged in questionable practices, including 
mismanaging customer funds and ignoring conflicts of interest with its 
affiliated trading firm: Alameda Research.98 Allegedly, Alameda 
Research used FTX customer funds to make risky, highly leveraged 
bets without adequate disclosure, leading to substantial losses and, 
ultimately, the company’s sudden bankruptcy.99 This misappropriation 

 
95 See Press Release, SEC, SEC Charges Samuel Bankman-Fried with Defrauding 

Investors in Crypto Asset Trading Platform FTX (Dec. 13, 2022), https://
www.sec.gov/news/press-release/2022-219 [https://perma.cc/J5S9-23BJ].  

96 See id. 
97 See Press Release, supra note 95. 
98 See What Happened to Crypto Giant FTX? A Detailed Summary of What We Actually 

Know So Far, FORBES (Dec. 13, 2022, 12:48 PM) https://www.forbes.com/sites/qai/
2022/12/13/what-happened-to-crypto-giant-ftx-a-detailed-summary-of-what-we-
actually-know-here/ [https://perma.cc/U4L6-B8J4 (dark archive)]. 

99 Jeff Kauflin et al., How Did Sam Bankman-Fried’s Alameda Research Lose So Much 
Money?, FORBES: DIGITAL ASSETS (Nov. 21, 2022), https://www.forbes.com/sites/
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of funds and lack of financial transparency typifies the harms enabled 
by unregulated markets, with FTX’s collapse highlighting the risks of 
lax oversight on platforms handling investor assets worth billions of 
dollars.100 

Beyond the risks posed by unregulated exchanges, 
cryptocurrency’s decentralized nature has also enabled a rise in 
ransomware attacks. Ransomware is a type of malware that encrypts a 
victim’s data and demands a ransom, typically paid in cryptocurrency, 
in exchange for the decryption key.101 The anonymity afforded by 
cryptocurrencies makes them attractive to cybercriminals, allowing 
these criminals to evade detection while demanding payment. For 
example, in 2021, the DOJ seized $2.3 million worth of cryptocurrency 
that had been paid to the hacking group responsible for the Colonial 
Pipeline ransomware attack.102 Similarly, the 2022 Ronin Network 
hack, which targeted the network behind the blockchain game Axie 
Infinity, led to over $600 million in losses, exposing vulnerabilities in 
security protocols and highlighting the risks associated with the rapid 
growth of DeFi ecosystems.103 

DeFi platforms, in particular, operate without a central authority, 
allowing users to lend, borrow, and trade cryptocurrencies directly with 
one another.104 While this decentralization offers significant benefits, 
such as increased financial inclusion and reduced transaction costs, it 
also creates opportunities for exploitation.105 In the absence of a 
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101 See What Are the Types of Ransomware?, AKAMAI, https://www.akamai.com/
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visited Nov. 15, 2024). 
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regulatory framework, bad actors can exploit these platforms to 
facilitate illicit activities, further emphasizing the need for enhanced 
security and oversight measures in this rapidly evolving space. 

Together, these cases exemplify the urgent need for 
comprehensive regulation: A framework that can address both the 
financial mismanagement within centralized platforms, like FTX, as well 
as the broader security risks inherent in decentralized ecosystems. As the 
cryptocurrency market continues to grow, regulatory bodies must 
adapt to these challenges to ensure a safe, stable financial environment 
for all stakeholders. 

IV.  REGULATORY FRAMEWORK: THE HOWEY  TEST AND ITS 
APPLICATION 

The application of the Howey test to cryptocurrencies has been a 
subject of intense debate within regulatory and legal communities. One 
of the first major cases involving the Howey test and cryptocurrencies 
was the SEC’s enforcement action against Ripple Labs, the company 
behind the cryptocurrency XRP.106 The SEC alleged that Ripple 
conducted an unregistered securities offering by selling XRP tokens to 
investors in violation of the Securities Act of 1933.107 There, the district 
court applied the Howey test directly to the issuer, Ripple, to determine 
whether XRP met the criteria of a “security.”108 Ripple countered that 
XRP is not a security and should not be subject to securities laws.109  

The Ripple case exemplifies the disagreement over cryptocurrency 
regulation, especially in distinguishing between centralized issuers and 
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decentralized tokens. The SEC argued that XRP investors were 
purchasing the tokens with the expectation of profits derived from 
Ripple Labs’ efforts, thus making XRP a security.110 Ripple, however, 
argued that XRP operates as a decentralized cryptocurrency—similar 
to Bitcoin—where the token’s value is not tied to the efforts of any 
single entity.111 The outcome of Ripple may serve as crucial precedent 
for how U.S. securities laws will regulate other cryptocurrencies, 
particularly those with centralized issuers. 

The Howey test has also been applied in other cryptocurrency-
related enforcement actions, particularly in cases involving Initial Coin 
Offerings (“ICOs”) conducted by centralized issuers. For example, in 
2017, the SEC brought charges against two companies that issued 
ICOs—Munchee and PlexCorps—alleging that they had conducted 
unregistered securities offerings.112 In both cases, the SEC applied the 
Howey test to determine that the tokens being sold were securities, as 
investors were purchasing them with the expectation of profits 
generated by the efforts of the companies behind the ICOs.113 The 
outcomes of these cases supported the SEC’s position. Munchee 
ceased its offering and returned funds to investors to settle the case.114 
Similarly, in PlexCorps’s case, the court upheld the SEC’s position by 
granting a preliminary injunction to freeze PlexCorps’s assets and sided 
with the SEC in determining that the offering violated securities 
laws.115 These outcomes were a strong signal by the SEC that 
unregistered securities offerings in the cryptocurrency space would not 
be tolerated. 
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111 Thomas Hazen, Little Ripples or Big Waves? Two Recent Cases on Crypto Currency as 

a Security, WALL ST. LAW., Sept. 2023. 
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DeFi platforms, however, present a unique regulatory challenge. 
Unlike centralized platforms or exchanges, DeFi platforms operate 
without a central authority, instead allowing users to lend, borrow, and 
trade cryptocurrencies directly with each other. When examining DeFi 
tokens, the SEC faces a major difficulty inherent in applying the Howey 
test: the lack of any entity responsible for generating profits for token 
holders.116 The SEC has signaled that it is closely monitoring the DeFi 
space and may take enforcement actions against platforms found to be 
offering unregistered securities.117 For this reason, the distinction 
between centralized issuers and decentralized platforms is crucial, as 
regulatory approaches may vary depending on the level of 
decentralization and the entity behind the token issuance.  

The SEC’s approach to regulating cryptocurrencies has evolved 
significantly since the early days of Bitcoin and blockchain technology. 
Initially, the agency allowed the market to develop without substantial 
regulatory intervention.118 However, as the market grew and more 
companies began raising funds through ICOs and token sales, the SEC 
took a more active role in ensuring compliance with securities laws, 
specifically targeting centralized issuers. In 2017, the SEC issued 
guidance stating that ICOs would be subject to securities laws if the 
tokens being sold met the criteria of the Howey test.119 This guidance 
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marked a turning point, indicating that certain tokens would be treated 
as securities and that companies would need to comply with the same 
registration and disclosure requirements as traditional securities 
offerings.120 

Since then, the SEC has expanded its enforcement efforts beyond 
ICOs to include centralized exchanges listing tokens deemed to be 
securities, as well as emerging areas like DeFi platforms.121 While the 
SEC has adopted a more aggressive stance, it has also recognized the 
need for clearer guidance specific to the cryptocurrency industry, 
especially given the complex distinctions between centralized and 
decentralized assets and platforms.122  

V.  THE DECENTRALIZATION DEBATE: LEGAL AND 
REGULATORY TENSIONS 

A. Crypto’s Libertarian Roots vs. Legal Reality 
At the core of the cryptocurrency movement is a deep-seated belief 

in decentralization and financial autonomy. Many early adopters of 
Bitcoin and other cryptocurrencies were drawn to the technology 
because it promised to free individuals from the control of 
governments and traditional financial institutions.123 This libertarian 
ethos is reflected in the decentralized structure of cryptocurrencies, 
which allows users to transfer value directly to one another without the 
need for intermediaries like banks or payment processors.124  
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Many proponents of cryptocurrencies view them as a tool for 
financial freedom, rooted in the principles of libertarianism.125 In the 
context of cryptocurrencies, this philosophy manifests in the desire to 
create a financial system that operates independently of government 
control, allowing individuals to manage their own assets without 
interference from central authorities like banks, governments, or 
financial institutions.126 With President-elect Trump soon to take 
office, this philosophy may gain traction, as he has promised that 
cryptocurrency “rules will be written by people who love your [crypto] 
industry, not hate your industry.”127 

B. Legal Challenges in Regulating Decentralized Systems 
Cryptocurrencies, by their very nature, operate on decentralized 

networks where no single entity has control over the system.128 This 
decentralized structure poses a unique challenge for regulators 
accustomed to overseeing centralized financial institutions—such as 
banks and payment processors. Traditional regulatory frameworks are 
designed to target central points of control within financial systems—
such as banks, credit unions, and payment networks—that can be held 
accountable for compliance with regulations.129 However, in the world 
of cryptocurrencies, there is often no central entity solely responsible 
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for overseeing transactions or ensuring compliance with AML laws, 
consumer protection regulations, or financial reporting 
requirements.130 

The decentralized nature of cryptocurrencies also makes it difficult 
for governments to impose traditional forms of taxation and 
enforcement.131 For example, when financial transactions are 
processed through centralized banks, governments may easily impose 
taxes on those transactions, and regulators can require financial 
institutions to report any suspicious activity.132 In contrast, 
cryptocurrency transactions are often pseudonymous, meaning that 
while transactions are recorded on a public blockchain, the identities 
of the parties involved are hidden.133 This anonymity makes it difficult 
for regulators to track down tax evaders or identify individuals 
involved in illegal activities,134 such as the ones charged to Binance by 
the DOJ.135  

Moreover, the borderless nature of cryptocurrencies adds another 
layer of complexity to regulatory efforts. Unconfined by national 
borders, users can easily send and receive digital assets across 
international boundaries without the need for intermediaries.136 This 
global reach makes it difficult for individual governments to enforce 
their own laws on cryptocurrency transactions.137 For example, a user 
in one country could transfer cryptocurrency to another user in a 
different country, bypassing national banking systems and making it 

 
130 See Sara Kassir, Cryptocurrency Regulation and Laws in 2024, PLURAL (Apr. 2, 2024), 

https://pluralpolicy.com/blog/cryptocurrency-regulation/ [https://perma.cc/
LAG8-NPUD] (“Currently, at least four federal regulatory authorities are involved 
in managing cryptocurrency risks. This includes the Securities and Exchange 
Commission (SEC), the Commodity Features Trading Commission (CFTC), the 
Department of Justice (DoJ) and the Department of the Treasury. Each organization 
would take a different approach to a comprehensive regulatory framework.”). 

131 Scott D. Hughes, Cryptocurrency Regulations and Enforcement in the U.S., 45 W. ST. 
L. REV. 1, 2 (2017). 

132 Bank Secrecy Act (BSA), OFF. COMPTROLLER CURRENCY, https://www. 
occ.treas.gov/topics/supervision-and-examination/bsa/index-bsa.html [https://
perma.cc/2EXW-SEUH]. 

133 See PRASAD, supra note 48, at 106. 
134 Privacy Coins and Taxes: What You Need to Know, supra note 71 
135 See generally Plea Agreement, supra note 12, at 2. 
136 Hayes, supra note 118. 
137 Muge Onal Baser, Cryptocurrency Holders’ Rights under Turkish Private Law: Do We 

Need New Laws or Regulations?, 7 BAKU ST. U.L. REV. 146, 149 (2021). 
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difficult for regulators to monitor or control the flow of funds.138 As a 
result, countries around the world have responded in diverse ways.139 
China, for example, has taken a stricter approach, implementing an 
outright ban on cryptocurrency activities that is aimed at paving the 
way for a government-administered digital currency.140 

VI.  GLOBAL REGULATORY APPROACHES 

A. China: A Comprehensive Ban on Cryptocurrencies 
China has implemented one of the most rigorous approaches to 

cryptocurrency regulation worldwide: a blanket ban on all 
cryptocurrency-related activities, including trading, mining, and 
fundraising.141 This decisive move was driven by concerns over 
financial stability, high energy consumption from mining activities, and 
the potential for illegal uses such as money laundering and capital 
flight.142 The Chinese government has prioritized financial stability, 
viewing the price volatility and speculative nature of cryptocurrencies 

 
138 William Reinsch & Andrea Palazzi, Cryptocurrencies and U.S. Sanctions Evasion: 

Implications for Russia, CSIS (Dec. 20, 2022), https://www.csis.org/analysis/
cryptocurrencies-and-us-sanctions-evasion-implications-russia [https://perma.cc/
EJ8M-P2X3]. 

139 James M. Cooper, Everybody Wants to Rule the World: Central Bank Digital Currencies 
in the Era of Decoupling the World’s Two Largest Economies, 19 Wash. J. L. Tech. & Arts 
1, 3-4 (2024). 

140 See Francis Shin, What’s Behind China’s Cryptocurrency Ban?, WORLD ECON. F. 
(Jan. 31, 2022), https://www.weforum.org/stories/2022/01/what-s-behind-china-
s-cryptocurrency-ban/ [https://perma.cc/5Z5T-RM3P]. 

141 Hiroko Tabuchi, China Banished Cryptocurrencies. Now, ‘Mining’ is Even Dirtier., 
N.Y. TIMES (Feb. 25, 2022), https://www.nytimes.com/2022/02/25/climate/
bitcoin-china-energy-pollution.html [https://perma.cc/9H3Z-RAB8 (staff-uploaded, 
dark archive)]. 

142 Id.; see Shin, supra note 140; Jason Douglas & Rebecca Feng, The Quarter-Trillion 
Dollar Rush to Get Money Out of China, WALL ST. J. https://www.wsj.com/world/
china/china-economy-capital-flight-2ba6391b [https://perma.cc/5WHT-WAEU 
(staff-uploaded, dark archive)] (last updated Oct. 23, 2024, 12:03 AM EST) 
(“Cryptocurrencies offer new possibilities for capital flight. Though Beijing banned 
crypto trading in 2021, setting up a crypto wallet isn’t illegal. People in China can use 
Chinese currency to buy crypto assets with the help of a facilitator. Once they have 
cryptocurrency in their digital wallet, they can convert those assets into dollars 
overseas.”). 
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as a risk.143 Furthermore, the government’s crackdown on capital flight 
views cryptocurrencies as a method for circumventing capital controls, 
exacerbating these concerns.144 An additional factor behind China’s 
prohibition is the environmental impact of cryptocurrency mining.145 
Before the ban, China was the epicenter of global Bitcoin mining, 
accounting for over 65% of mining activity.146 However, as the country 
aims to reduce carbon emissions, the government deemed the ban 
necessary to mitigate energy strain and environmental repercussions.147 

Although the ban has led miners and traders to relocate,148 it has 
also fostered innovation in state-controlled digital currency. China’s 
ongoing development of the digital yuan—a central bank digital 
currency (“CBDC”)—illustrates the government’s commitment to a 
controlled digital economy that incorporates the advantages of digital 
currency while retaining regulatory oversight over financial transactions.149 

 
143 See Rain Xie, Why China Had to “Ban” Cryptocurrency but the U.S. Did Not: A 

Comparative Analysis of Regulations on Crypto-Markets Between the U.S. and China, 18 
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was around $0.08, bitcoin reached its peak value of $19,000 in December 2017. The 
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value. Therefore, bitcoin might lack the faith and credit that has allowed national 
currencies to successfully function and resist crises.” (footnotes omitted)). 

144 Joyce Lim, China to Revise Anti-Money Laundering Law Amid Crackdown on Illicit 
Capital Flows, STRAITS TIMES (Apr. 28, 2024, 11:12 PM), https://www. 
straitstimes.com/asia/china-to-revise-anti-money-laundering-law-amid-crackdown-on-
illicit-capital-flows [https://perma.cc/SM2T-J987] (“Sweeping revisions to China’s 
law against money laundering are in the works, as the world’s second-largest 
economy steps up efforts to curb illicit capital flows that could threaten not just the 
security of its financial system, but also its international reputation . . . . China is 
grappling with new technologies that complicate anti-laundering efforts by 
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B. The United Arab Emirates: Embracing Innovation with Controlled 
Regulation 
The United Arab Emirates (“UAE”) has positioned itself as a 

global leader in cryptocurrency regulation, encouraging digital 
innovation while imposing strict compliance standards to protect 
consumers and investors.150 Through entities like the Dubai Virtual 
Assets Regulatory Authority (“VARA”) and Abu Dhabi Global Market 
(“ADGM”), the UAE offers distinct regulatory environments that 
promote growth while maintaining financial stability. 

Dubai’s VARA—established in 2022 as the world’s first dedicated 
virtual assets regulator—covers a broad range of digital asset activities, 
including token trading and wallet services.151 VARA employs a 
principles-based regulatory approach, balancing consumer protection 
and market stability with adaptability to technological advancements.152 
By contrast, in Abu Dhabi, the ADGM focuses on institutional-grade 
security, requiring all crypto businesses to adhere to stringent AML, 
KYC, and cybersecurity standards.153 This dual structure aligns with 
the UAE’s broader economic strategy of fostering digital finance as a 
core component of its knowledge economy.154 

C. Switzerland: The Crypto-Friendly Nation 
Switzerland, famously home to “Crypto Valley” in Zug, has 

positioned itself as one of the world’s most favorable jurisdictions for 
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cryptocurrency regulation.155 By offering regulatory clarity and 
favorable tax treatment, Switzerland has attracted numerous 
blockchain and crypto startups.156 However, this support for 
innovation is carefully balanced with strict compliance requirements 
under Swiss law, particularly concerning AML and KYC obligations.157 

The Swiss system offers regulatory clarity and flexibility. The Swiss 
Financial Market Supervisory Authority (“FINMA”) classifies digital 
tokens into three categories—payment, utility, and asset tokens—each 
with specific regulatory obligations.158 This structured classification 
offers clarity and stability for crypto businesses by allowing each type 
of token to follow tailored guidelines. Utility tokens, for instance, are 
generally not regulated as securities, which fosters platform 
development without the regulatory burdens associated with securities 
offerings.159 Payment tokens, however, are subject to strict oversight 
due to their function as currency equivalents, aligning them more 
closely with financial instruments.160 On the other hand, because asset 
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159 Emily Ekshian, Explainer: Utility vs. Security Tokens, CRYPTO COUNCIL FOR 
INNOVATION, https://cryptoforinnovation.org/utility-tokens-security-tokens-blockchain-
digital-assets-tokens-ownership-regulations-crypto-defi/ [https://perma.cc/7ME7-
4Y4M] (“[U]tility tokens provide access to a product or service and are not 
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Travel Rule, MERKLE SCI. (Apr. 25, 2022), https://knowledgebase.merkle
science.com/regulation/switzerland-digital-assets-regulations [https://perma.cc/
24JC-HFK3] (“Payment tokens are those tokens that are meant to be used as a means 
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tokens—which are substantially like bonds and derivatives—are not 
used as a form of payment, they are not subject to AML regulations.161 

Despite this regulatory flexibility, Switzerland requires robust 
AML and KYC measures, particularly for entities dealing with payment 
tokens. Under the Swiss Anti-Money Laundering Act (“AMLA”),162 
crypto companies must perform stringent KYC checks, requiring 
verification of clients’ identities to prevent financial crimes.163 FINMA 
enforces these requirements rigorously, especially for crypto 
exchanges, wallet providers, and other intermediaries, which must 
verify customer identities, monitor transactions, and report suspicious 
activities.164 According to FINMA guidelines, crypto companies must 
adhere to the same AML standards as traditional financial 
institutions.165 This includes establishing KYC procedures that verify 
identities at onboarding and conduct ongoing due diligence on client 
transactions.166 

Additionally, Switzerland’s Blockchain Act of 2021167 strengthens 
investor protections and legal certainty for digital assets.168 This law 
includes provisions for asset segregation in cases of bankruptcy, 

 
and subjected to the AMLA. Cryptocurrencies are subsumed under payment 
tokens.”). 

161 Anti-Money Laundering Laws and Regulations, supra note 160. 
162 SCHWEIZERISCHES STRAFGESETZBUCH [STGB] [CRIMINAL CODE] Oct. 10, 

1997, AS 892 (1998) (Switz.) (English translation available at https://lex.weblaw.ch/
lex.php?norm_id=955.0&source=SR&lex_id=90705&file=en-pdf_file_a.pdf  [https://
perma.cc/Z985-RA8Y (staff-uploaded]). 

163 Id. 
164 See Regulation Focus Series | Article 5: Switzerland & FINMA, KYC-CHAIN (May 

18, 2023), https://kyc-chain.com/regulation-focus-series-article-5-switzerland/ [https://
perma.cc/PRN3-3D96]. 

165 Crypto Regulatory Affairs: Swiss Regulator Publishes Guidance for Stablecoin Issuers and 
Banks Offering Guarantees, ELLIPTIC (Aug. 8, 2024), https://www.elliptic.co/blog/
crypto-regulatory-affairs-swiss-regulator-publishes-guidance-for-stablecoin-issuers-
banks-offering-guarantees [https://perma.cc/6LJ6-PTZJ]. 

166 Id. 
167 OBLIGATIONENRECHT [OR] [CODE OF OBLIGATIONS] Sept. 25, 2020, AS 33 

(2021) art. 622, para. 1, art. 973d. (Switz.) [hereinafter DLT Act]. 
168 See The New Swiss Blockchain/DLT Laws Have Been Finalised and Presumably Enter 

into Force Early 2021, CMS: LAW-NOW (Oct. 15, 2020), https://cms-lawnow.com/
en/ealerts/2020/10/the-new-swiss-blockchain-dlt-laws-have-been-finalised-and-
presumably-enter-into-force-early-2021 [https://perma.cc/8QQ7-5LMQ (staff-
uploaded)]. 



282 N.C. J.L. & TECH. [VOL. 26: 253 

ensuring that client funds remain protected even if a platform faces 
insolvency.169 Such measures enhance security for investors, aligning 
with Switzerland’s commitment to financial stability and 
transparency.170 The Act also supports technological neutrality, 
meaning Switzerland’s regulations are flexible enough to adapt to 
future developments in blockchain and digital assets.171 

Switzerland’s combination of regulatory clarity and KYC and AML 
requirements has created a thriving blockchain ecosystem.172 The 
system balances two seemingly competing interests: On one hand, 
robust oversight is provided by FINMA’s regulatory structure and 
AMLA compliance requirements. On the other hand, incentives 
provided by token classification safety measures invite innovation for 
crypto enterprises. Switzerland’s balanced approach demonstrates that 
it is possible to simultaneously support technological advancement 
while implementing critical regulatory safeguards to protect against 
misuse of digital assets. 
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D. The European Union: Towards Harmonized Regulation 
The European Union (“EU”) has pursued a harmonized regulatory 

approach to address the challenges of a fragmented digital asset market 
across its member states. In 2022, the EU Markets in Crypto-Assets 
(“MiCA”) regulation173 took effect, aiming to establish a cohesive 
framework for cryptocurrencies and digital assets across the bloc.174 
MiCA is designed to safeguard consumer protection, prevent market 
abuse, and promote innovation within a predictable legal 
environment.175 MiCA also requires registration, capital obligations, 
and AML compliance for cryptocurrency service providers, with 
specific provisions for stablecoins176 to ensure they are sufficiently 
backed to avoid excessive price fluctuations.177 

MiCA’s comprehensive approach contrasts with the U.S. 
regulatory landscape, where multiple agencies with overlapping 
jurisdictions create ambiguity for industry participants.178 MiCA 
designates the European Securities and Markets Authority (“ESMA”) 
as the primary regulator and supervisor responsible for overseeing 
crypto activities across the EU, providing a centralized structure to 
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avoid regulatory fragmentation.179 By implementing uniform rules, the 
EU aims to prevent regulatory arbitrage, where businesses move to 
jurisdictions with lenient regulations.180 Although MiCA is still in its 
implementation phase,181 it represents one of the EU’s most ambitious 
regulatory efforts to date,182 underscoring the importance of 
harmonization in a borderless and rapidly evolving industry. 

*** 
The global regulatory approaches described in this Part illustrate 

the diverse strategies countries use to balance innovation with 
oversight in the digital asset market. China’s strict controls, the UAE’s 
structured encouragement of digital finance, and Switzerland’s and the 
EU’s technology-friendly frameworks all offer different methods for 
fostering growth while addressing risks. These international models 
exemplify the importance of responsive regulations that fit rapidly 
evolving technologies. Together, they provide valuable insights for 
U.S. policymakers considering reforms that protect consumers and 
markets without stifling innovation in the cryptocurrency space.183 

VII.  COMPREHENSIVE REFORMS FOR U.S. CRYPTOCURRENCY 
REGULATION 

As the cryptocurrency landscape evolves, so too must the 
regulatory frameworks that govern it. Rapid advancements in digital 
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assets necessitate U.S. regulatory reform guided by global regulatory 
practices and a deep understanding of domestic challenges. A fresh, 
proactive approach to this digital financial ecosystem can support long-
term market stability.184 

A. Redefining Regulatory Classifications and Streamlining Oversight 
Current U.S. regulatory classifications struggle to capture the 

nuanced features of digital assets, leading to ambiguity and legal 
challenges. Courts’ application of the Howey test presents significant 
issues.185 The Howey test’s criteria—requiring an investment of money, 
a common enterprise, an expectation of profit, and profits derived 
from the efforts of others186—do not align well with decentralized 
assets; without a central authority, no one can be directly tied to the 
asset’s value or profitability.187 

One approach that this Article supports for refining the Howey test, 
as highlighted by discussions on reimagining it for the Digital Age, 
involves developing additional categories within the existing regulatory 
framework to better classify and regulate the diversity of digital assets. 
Inspired by Switzerland,188 a refined framework could differentiate 
between investment tokens,189 utility tokens (which primarily provide 
access to a platform or service rather than generating a return on 
investment), and decentralized tokens like Bitcoin (the value of which 
is driven by market forces without the efforts of a centralized body).190 
As discussed earlier, the Swiss approach provides a useful model for 
categorizing digital assets based on their specific functions and 
characteristics. Such distinctions would allow for clearer regulatory 
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guidance and compliance expectations for developers, exchanges, and 
investors, ensuring that only relevant digital assets are subject to 
securities laws. This approach would answer the calls for a 
“reimagined” Howey test by refining the “expectation of profits” 
criterion to better reflect the technological and structural complexities 
of the cryptocurrency landscape. 

The overlapping jurisdictions of the SEC, the CFTC, and FinCEN 
create additional complications, causing regulatory ambiguity that 
hampers market growth and compliance efforts.191 To address these 
issues, the U.S. could benefit from establishing a regulatory agency 
dedicated to monitoring digital assets, or alternatively consolidating 
digital asset regulatory oversight under a single agency with specific 
expertise in this area.192 The European Union’s approach under MiCA 
serves as an instructive model: It offers a harmonized regulatory 
framework that addresses trading, issuance, custody, and stablecoins 
under a unified umbrella, reducing confusion and regulatory 
arbitrage.193 Alternatively, the U.S. might consider adopting a multi-
tiered regulatory framework, similar to the UAE’s dual approach, that 
combines strict oversight for institutional-grade security (such as 
ADGM’s rigorous KYC and AML standards194) with a more flexible, 
innovation-friendly regulatory environment (such as Dubai’s 
VARA195) to accommodate emerging technologies like DeFi. A 
comparable structure in the U.S. could include a specialized team or 
division within an existing agency, such as the SEC, or the creation of 
an entirely new agency focused solely on digital assets. This dedicated 
body would streamline oversight, reduce interagency conflicts, and 
provide the agility needed to keep pace with rapid technological 
advancements in the digital asset ecosystem.196  

By adopting a modernized regulatory framework that recognizes 
the unique characteristics of digital assets, the U.S. can foster a more 
predictable, compliance-friendly environment that both protects 

 
191 Guillén, supra note 78. 
192 Bonillo, supra note 179. 
193 Guillén, supra note 78. 
194 Digital Assets, supra note 153. 
195 Heaver, supra note 151. 
196 Monast, supra note 183, at 183. 



NOV. 2024] Reality Check: Regulate or Ruin? 287 

investors and encourages responsible innovation in this rapidly 
evolving industry.  

B. Adaptive Compliance Mechanisms and Tailored Taxation Policies 
The rise of decentralized finance has introduced unique 

compliance challenges. Because these platforms operate without 
centralized oversight, they are particularly vulnerable to hacking, fraud, 
and money laundering.197 Current AML and KYC requirements in the 
U.S. mandate that financial institutions verify the identity of their 
customers, monitor transactions for suspicious activity, and maintain 
records to report potentially illicit behavior to regulatory agencies.198 
These requirements are structured around centralized institutions, which 
have direct access to customer information and clear points of control. 
DeFi platforms, however, are inherently decentralized, often lacking a 
single responsible entity to oversee compliance. This creates 
substantial enforcement gaps in KYC and AML practices. As a result, 
the anonymity of DeFi transactions makes it easier for malicious actors 
to exploit these platforms, as evidenced by the growing number of 
illicit activities, including money laundering and tax evasion, occurring 
in DeFi ecosystems.199 Additionally, the absence of centralized control 
makes it difficult for these platforms to perform customer due 
diligence and ongoing transaction monitoring, essential aspects of 
traditional KYC processes.200 

One potential solution is to embed compliance mechanisms 
directly at the protocol level,201 such as using smart contracts202 for 

 
197 Berwick & Wilson, supra note 2. 
198 31 U.S.C. § 5318(h). 
199 Supra notes 131–134 and accompanying text.  
200 Pepi, supra note 70. 
201 Vance Wood, What Is Protocol in Crypto, GETBLOCK (Nov. 1, 2024), https://

getblock.io/blog/what-is-protocol-crypto/ [https://perma.cc/3CPT-NW3H] (“A 
protocol is just a set of low-level instructions that must be completed by a machine. 
In computer science in general, it’s used for communication between devices or 
programs, such as Internet Protocol (IP) which lays the foundation of the modern 
Internet. Blockchain technology also relies on a specific type of protocol that defines 
how data is synchronized between its nodes.”). 

202 What Are Smart Contracts on Blockchain?, IBM, https://www.ibm.com/topics/
smart-contracts [https://perma.cc/4SJ5-JXUF] (last visited Nov. 7, 2024) (“Smart 
contracts are typically used to automate the execution of an agreement so that all 
participants can be immediately certain of the outcome, without any intermediary’s 
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algorithmic KYC verification and implementing automated AML 
checks within DeFi transaction workflows. Reusable KYC systems, for 
instance, allow users to undergo KYC once and then use their verified 
identity across various DeFi platforms without needing repeated 
verifications.203 Such mechanisms could automate identity verification 
and transaction monitoring, enabling DeFi platforms to achieve a level 
of compliance without sacrificing decentralization. By integrating KYC 
procedures within smart contracts, DeFi applications can restrict 
access to only verified participants, thereby reducing the risk of fraud 
while still preserving user privacy.204 This compliance-at-protocol-level 
approach could also flag high-risk transactions in real time based on 
preset criteria, such as transaction size or account behavior history, 
enabling adaptive and automated monitoring without relying on a 
centralized authority. 

While KYC and AML regulations remain essential for combating 
money laundering and other illegal activities, they often infringe on 
user privacy.205 To address this, future regulatory frameworks could 
integrate privacy-enhancing technologies, such as zero-knowledge 
proofs,206 that allow platforms to comply with regulations without 
compromising user confidentiality.207 Regulators might also consider a 
tiered KYC system that allows low-risk, low-value transactions to 

 
involvement or time loss. They can also automate a workflow, triggering the next 
action when predetermined conditions are met.”). 

203 Reusable KYC: What It Is, Benefits and Impact on ID Companies, DOCK (Oct. 11, 
2024), https://www.dock.io/post/reusable-kyc [https://perma.cc/US8X-G2DM]. 

204 Oluwaseun Dania, Why Zero-Knowledge Proofs Will Shape the Future of Data Privacy, 
FORBES (Oct. 31, 2024), https://www.forbes.com/councils/forbesbusinesscouncil/
2024/10/31/why-zero-knowledge-proofs-will-shape-the-future-of-data-privacy/# 
[https://perma.cc/877C-XGST]. 

205 Rachel Sapers, AML & KYC, CARTA: REGULS. (Oct. 24, 2023), https://carta.com/
learn/private-funds/regulations/aml-kyc/ [https://perma.cc/NW63-DH75]. 

206 Dania, supra note 204; see Zero-Knowledge Proof (ZKP) — Explained, CHAINLINK 
(July 29, 2024), https://chain.link/education/zero-knowledge-proof-zkp [https://
perma.cc/4DET-9RXJ] (“At a high level, a zero-knowledge proof works by having 
the verifier ask the prover to perform a series of actions that can only be performed 
accurately if the prover knows the underlying information. If the prover is only 
guessing as to the result of these actions, then they will eventually be proven wrong 
by the verifier’s test with a high degree of probability.”). 

207 See Zero-Knowledge Proof (ZKP) — Explained, supra note 206. 
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proceed with minimal documentation, thereby preserving access for 
marginalized communities while managing regulatory risks.208 

Beyond compliance mechanisms, another area ripe for reform is 
cryptocurrency taxation. The current Internal Revenue Service (“IRS”) 
guidance209 on crypto-to-crypto transactions, capital gains, and DeFi 
activities—such as staking and lending—remains complex and lacks 
specificity, creating a heavy compliance burden for taxpayers and 
increasing the risk of noncompliance.210 Implementing a de minimis 
exemption for small transactions, akin to foreign currency rules,211 
would simplify tax reporting for minor transactions and reduce 
administrative complexity. Furthermore, standardized reporting 
requirements for crypto-to-crypto trades would create a more 
transparent and accessible framework, reducing confusion for 
individual users and exchanges alike. For DeFi activities, establishing 

 
208 KYC INNOVATIONS, FINANCIAL INCLUSION AND INTEGRITY IN SELECTED 

AFI MEMBER COUNTRIES (2019), https://www.afi-global.org/sites/default/files/
publications/2019-03/KYC-Innovations-Financial-Inclusion-Integrity-Selected-AFI-
Member-Countries.pdf [https://perma.cc/ESV5-3SBY] (“It is estimated that 
approximately one billion people across the world do not have access to an officially 
recognizable identity. Most of these people live in developing economies. The ability 
of a person to prove their identity is fundamental to their active participation in 
political, social and economic life. Without a trustworthy identification mechanism, 
an individual may be unable to exercise the range of human rights as set out by 
international laws and conventions. This is of particular concern for marginalized 
individuals, such as forcibly displaced or stateless persons, and other vulnerable 
groups, who lack the most basic form of identification. They are also prone to being 
excluded from accessing and using financial services that are key to their livelihoods. 
Furthermore, the accurate verification of identity is integral to the Know Your 
Customer (KYC) processes necessary for compliance with Anti-Money Laundering 
and Counter Financing of Terrorism (AML/CFT) regulation. The inability of 
financial institutions to properly verify prospective clients will lead to financial 
exclusion.” (footnote omitted)). 

209 See Taxpayers Need to Report Crypto, Other Digital Asset Transactions on Their Tax 
Return, IRS (Apr. 2024), https://www.irs.gov/newsroom/taxpayers-need-to-report-
crypto-other-digital-asset-transactions-on-their-tax-return [https://perma.cc/E9MS-
5ZBF]. 

210 See Jack Duncan, Miss-Stake by IRS: Proof-of-Stake’s Underinclusive Regulatory 
Guidance, 97 S. CAL. L. REV. 537, 548 (2024). 

211 Landon Zinda, A Simple Legislative Fix to Complicated Tax Rules for Personal 
Cryptocurrency Transactions, COIN CTR. (Oct. 2, 2023), https://www.coincenter.org/a-
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transactions/ [https://perma.cc/42XU-Y6Y4]. 
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clear guidelines around taxable events—such as staking rewards212 and 
lending interest—would offer consistency and help taxpayers navigate 
their obligations more easily. 

As cryptocurrency markets grow, consumer protection requires 
more than restrictive regulations; it demands proactive measures to 
educate users about the risks and complexities of digital assets. 
Cryptocurrencies’ speculative nature can expose inexperienced 
investors to significant financial losses. Therefore, ethical regulation 
should include provisions for financial literacy, helping users 
understand the risks and complexities associated with digital assets. 
Such education initiatives can empower users while minimizing 
exploitative practices.213 Adaptive compliance mechanisms should be 
designed to support the unique features of cryptocurrencies, ensuring 
that innovation is not sacrificed for regulatory certainty. A balanced 
approach can encourage growth while protecting stakeholders. 

C. Preparing for Future Challenges: Scalability, CBDCs, and Technological 
Innovations 
Scalability remains a key technical barrier in blockchain networks, 

with expanding transaction volumes leading to congestion, slower 
processing times, and higher fees.214 Emerging layer-2 scaling215 

 
212 Allie Garnett, What is Cryptocurrency Staking?, BRITTANICA MONEY (Oct. 30, 
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in proof-of-stake blockchains.”). 
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[https://perma.cc/9W9K-YSVD]; see Alleigh Marré, The Future of Financial Literacy 
Education Must Include Crypto, REALCLEAREDUCATION (Oct. 16, 2024), https://
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214 Blockchain Scalability Solutions Are Gaining Ground, HEDERA, https://hedera.com/
learning/decentralized-finance/decentralized-exchanges [https://perma.cc/XUY8-
355B] (last visited Nov. 15, 2024). 

215 “Layer 2s are off-chain vertical scaling solutions that run on top of Layer 1s like 
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security guarantee of the Layer 1.” Josiah Makori, What Are Layer 2 Crypto Protocols? 
Top Layer 2 Crypto Projects to Watch, COINGECKO, https://www.coingecko.com/
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solutions, such as the Lightning Network for Bitcoin and Optimism 
for Ethereum, and consensus mechanisms like proof-of-stake216 may 
soon address these scalability challenges.217 

However, the increased transaction speed and efficiency facilitated 
by these solutions introduce new regulatory demands. For instance, the 
ability to make instantaneous cross-border payments through layer-2 
technology could facilitate activities that evade current regulatory 

 
learn/what-are-layer-2-crypto-protocols [https://perma.cc/HRZ7-T2H8 (staff-
uploaded)] (last updated Mar. 7, 2024).  

Layer 1 blockchains (L1) . . . such as Bitcoin and Ethereum, have long 
experienced a blockchain trilemma – scalability, decentralization, and 
security. This compels them to sacrifice one of these features to function 
effectively. For example, Bitcoin and Ethereum trade scalability for security 
and decentralization. Though they store data in a secure and distributed 
ledger, these networks experience low transaction speeds as network users 
have been increasing steadily.  
Bitcoin boasts a transaction per second (TPS) speed of approximately 7, 
while Ethereum has a TPS of around 15. These speeds are awfully slow 
compared to other settlement services such as Visa, which boasts a TPS of 
about 45,000. And this is where Layer 2 (L2) protocols come in. 
. . . 
To solve these problems, L2 protocols out-spread Ethereum as a distinct 
chain above the L1 blockchain. They interconnect and unload the heavy 
burden of transactions from the mainnet . . . . 

Id. 
216 26 C.F.R. § 1.61-1 (2024). 
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6LXX-SPBS]. 
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DIGITAL ASSETS (Oct. 23, 2023), https://www.forbes.com/sites/danielgoldman/
article/what-is-a-crypto-layer-2-and-how-does-it-work/ [https://perma.cc/NLD2-
JM54] (“L2 systems help users overcome the scalability limitations of their underlying 
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controls, as illustrated by the Binance case, where rapid and often 
opaque cross-border transactions contributed to regulatory scrutiny.218 
To address this, regulators might consider enhanced antifraud 
monitoring systems that can operate in real time, particularly for high-
frequency transactions.219 Additionally, tax authorities may need to 
implement specialized digital tools to track cross-border crypto 
transactions accurately, ensuring compliance with tax laws.220 Such 
regulatory adjustments could help prevent misuse while supporting the 
benefits of improved scalability in blockchain technology. 

CBDCs are being explored by governments worldwide as a state-
backed digital alternative to cryptocurrencies, offering potential 
benefits for financial inclusion and enhanced control over monetary 
policy.221 China’s digital yuan pilot,222 along with research efforts by the 
European Central Bank223 and the Federal Reserve,224 reflects a global 
shift toward state-controlled digital currencies. While CBDCs could 
stabilize financial systems and provide secure digital payment 
solutions,225 their introduction raises concerns among proponents of 
decentralized finance—who view government-issued digital currencies 
as a threat to the core ethos of cryptocurrency.226 For these advocates, 

 
218 See supra notes 41–45 and accompanying text. 
219 See Dhirendra Shukla & Muhammad Rathore, Real-Time Cryptocurrencies 
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control money laundering, detects fraudulent transactions, and clusters addresses to 
group those belonging to the same entity.”). 

220 Blockchain and Cryptocurrency: Legal Trends and Challenges, LAWS. OF DISTINCTION, 
https://www.lawyersofdistinction.com/blockchain-and-cryptocurrency-legal-trends-
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choices/ [https://perma.cc/44SP-FCRF]. 
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the foundational appeal of decentralized cryptocurrencies lies in their 
independence from centralized authorities, resonating with the 
libertarian ideals of financial autonomy and privacy.227 A state-backed 
digital currency, by contrast, introduces a level of governmental 
oversight that could undermine this decentralized ethos and even 
crowd out private cryptocurrencies entirely, if restrictive measures 
favoring CBDCs are enacted.  

The UAE’s approach, which strategically balances support for 
both CBDCs and private cryptocurrencies, demonstrates that fostering 
innovation while maintaining regulatory oversight is feasible, albeit 
challenging.228 This dual approach offers a potential model for 
addressing the concerns of decentralization advocates while advancing 
the benefits of state-backed digital assets. 

Additionally, integrating artificial intelligence (“AI”) into 
blockchain systems could significantly strengthen regulatory 
enforcement.229 For example, CipherTrace, a cryptocurrency 
intelligence company, uses AI to track and analyze blockchain 
transactions to identify patterns related to money laundering, fraud, 
and other illicit activities.230 In collaboration with the Financial Action 
Task Force, CipherTrace’s technology helps financial institutions and 
regulators monitor suspicious transactions in real time.231 AI-powered 
algorithms are capable of identifying patterns based on transaction 
history, frequency, and wallet clustering to detect potential risks.232 
This approach enables continuous, automated oversight, reducing the 
need for manual monitoring while enhancing regulatory compliance 
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and security.233 Furthermore, when AI is used to improve AML 
practices within blockchain systems, it can enhance risk detection by 
analyzing vast amounts of transactional data for irregular patterns, 
thereby enabling a proactive regulatory approach to detecting and 
mitigating illicit activities.234 

*** 
In summary, the rapidly evolving cryptocurrency landscape 

demands a modernized and holistic regulatory framework in the U.S. 
that balances consumer protection, innovation, and market integrity. 
By redefining regulatory classifications, establishing adaptive 
compliance mechanisms, and preparing for future challenges such as 
scalability and CBDCs, the U.S. can address the unique complexities 
of digital assets. Integrating technologies like AI for regulatory 
oversight, adopting privacy-preserving compliance tools, and creating 
a coordinated interagency approach can collectively enhance the 
effectiveness of these reforms. Ultimately, a thoughtful regulatory 
framework is essential not only to protect investors but also to ensure 
that the U.S. remains at the forefront of the global digital finance 
revolution. Through such reforms, the U.S. can foster a secure, 
transparent, and inclusive digital asset ecosystem that both preserves 
innovation and upholds public trust. 

VIII.  CONCLUSION 
Beyond catalyzing unprecedented financial freedom, the rise of 

cryptocurrencies has exposed significant regulatory vulnerabilities. 
Binance’s high-profile legal challenges underscore how existing U.S. 
regulations, including outdated standards, struggle to address the 
complexities of decentralized digital assets. Without comprehensive 
reform, these gaps risk failing to protect consumers and stifling 
innovation in one of the world’s most rapidly evolving sectors. 
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The lawsuits brought against Binance illustrate the U.S.’s need for 
a balanced regulatory framework—inspired by international models in 
the European Union and the Middle East—that protects consumers 
while leaving space for digital financial innovation. Such a framework 
must prioritize adaptive compliance mechanisms, including clear and 
tailored guidelines for different types of digital assets. By refining 
classifications such as securities, commodities, and utility tokens, the 
U.S. can—akin to the Swiss model—better align its regulations with 
the unique characteristics of cryptocurrencies, ensuring compliance 
without hindering technological progress. 

Additionally, the overlapping jurisdictions of U.S. regulatory 
agencies must be streamlined to provide clarity and predictability. 
Drawing from the European Union’s harmonized approach under 
MiCA or the UAE’s dual regulatory system, the U.S. could adopt a 
unified regulatory body or specialized task force dedicated to digital 
assets. This would enable efficient oversight, reduce regulatory 
arbitrage, and promote consistent enforcement, paving the way for 
responsible innovation. 

Moreover, as the cryptocurrency market evolves, forward-looking 
policies must prepare for emerging challenges such as scalability, the 
rise of central bank digital currencies, and the integration of advanced 
monitoring tools. These advancements hold the potential to enhance 
transaction efficiency and regulatory enforcement but require 
thoughtful safeguards to prevent misuse and preserve market integrity. 
Ultimately, a modernized regulatory framework—grounded in legal 
clarity, adaptive mechanisms, and interagency coordination—is 
essential for balancing the dual imperatives of fostering innovation 
and safeguarding financial stability. By addressing these challenges 
head-on, the U.S. can establish itself as a global leader in digital 
finance, ensuring that cryptocurrencies thrive as a transformative 
force in the modern economy while upholding the public’s trust and 
the nation’s economic integrity.  



296 N.C. J.L. & TECH. [VOL. 26: 253 

 


	I.  Introduction
	II.  The Legal Challenges Facing Binance
	A. SEC Charges
	B. DOJ Lawsuit

	III.  Vulnerabilities in the Cryptocurrency Market
	A. Legal Gaps in a Decentralized Environment
	B. The Main Players and Their Approaches
	C. Exploitation of Regulatory Loopholes

	IV.  Regulatory Framework: The Howey  Test and its Application
	V.  The Decentralization Debate: Legal and Regulatory Tensions
	A. Crypto’s Libertarian Roots vs. Legal Reality
	B. Legal Challenges in Regulating Decentralized Systems

	VI.  Global Regulatory Approaches
	A. China: A Comprehensive Ban on Cryptocurrencies
	B. The United Arab Emirates: Embracing Innovation with Controlled Regulation
	C. Switzerland: The Crypto-Friendly Nation
	D. The European Union: Towards Harmonized Regulation

	VII.  Comprehensive Reforms for U.S. Cryptocurrency Regulation
	A. Redefining Regulatory Classifications and Streamlining Oversight
	B. Adaptive Compliance Mechanisms and Tailored Taxation Policies
	C. Preparing for Future Challenges: Scalability, CBDCs, and Technological Innovations

	VIII.  Conclusion

