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I. Introduction
	Cryptocurrency (“crypto”), once laughed off as a fad or the newest tulip mania, is clearly here to stay.[endnoteRef:1] While originally touted as a way to democratize finance though decentralized institutions, crypto has become an essential arrow in the quiver of criminals.[endnoteRef:2] Although some of the major crypto platforms like Binance have implemented regulatory tools and compliance requirements,[endnoteRef:3] there are many more crypto exchanges that mandate little or no actions on behalf of customers to ensure they are not using the services for criminal activities.[endnoteRef:4] Additionally, while countries such as the United States have enacted laws to address the criminal use of crypto,[endnoteRef:5] crypto’s decentralized and internet centricity allow those looking to skirt such rules to simply move to another country that does not have strong rules and regulations.[endnoteRef:6]  [1:  Paul Mullen, Crypto Isn’t Going the Way of the Tulip Bulbs, THE HERITAGE FOUNDATION (Feb. 7, 2025), https://www.heritage.org/monetary-policy/commentary/crypto-isnt-going-the-way-the-tulip-bulbs [https://perma.cc/8GER-5B5H] (what was once a niche interest on the internet thought to be a speculative financial bubble has become embraced by the mainstream, as shown through President Trump’s push to validate the technology).]  [2:  See Europol Spotlight — Cryptocurrencies: Tracing the Evolution of Criminal Finances, EUROPOL, 2 (2021), https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20Spotlight%20-%20Cryptocurrencies%20-%20Tracing%20the%20evolution%20of%20criminal%20finances.pdf [https://perma.cc/9VMU-CHLV].]  [3:  See Angus Berwick, et al., Binance Seeks to Curb U.S. Oversight While in Deal Talks with Trump’s Crypto Company, WALL ST. J., (Apr. 11, 2025) https://www.wsj.com/finance/regulation/binance-world-liberty-financial-crypto-deals-70c817c3?gaa_at=eafs&gaa_n=AWEtsqdBOcHEYrEs4f8SZtsnyUGZtRroCwCToUijHYVsYV2NEH8izHb0EHLNJR82SHs%3D&gaa_ts=6900ef0c&gaa_sig=CRJIugTdeo7B3hHheQBqdydFlpFZgTTqwOyd6qpra07P6dapZmFb7fKJe0hHTJE7gfsG-tBLrb-xZ72yUGe--g%3D%3D [https://perma.cc/LM3B-CYMD] (highlighting that since its previous legal troubles, Binance has implemented anti-money laundering laws but is seeking to limit oversight over the company’s compliance).]  [4:  Kareem Subei, Reality Check: Regulate or Ruin? The High-Stakes Battle for Crypto’s Future, 26 N.C. J. LAW & TECH. 253, 255-56 (2024).]  [5:  David Schepp, Cryptocurrency Regulation: U.S. Laws and Global Developments, BRITANNICA MONEY, https://www.britannica.com/money/cryptocurrency-regulation [https://perma.cc/4JW5-PQLW] (last accessed Sept. 28, 2025).]  [6:  Jose De Luna Martinez & Deeksha Kale, Regulating the Crypto Market in Nigeria, IMF (Jul. 2025).] 

	Therefore, a global regulatory body or framework is necessary to address the ability of criminals to exploit gaps in crypto regulation from country to country. Such a regulations would specifically target the decentralized nature of crypto currency limiting the ability of criminal organizations to use crypto to launder money, buy drugs, and fund terrorist groups while also establishing greater stability and confidence in the global crypto market.
II. Background on Crypto
Although there are many types of crypto, at its core, crypto is “decentralized digital money designed to be used over the internet.”[endnoteRef:7] Crypto was birthed with the launch of Bitcoin in 2008, and since then a plethora of other forms of cryptocurrencies have been created.[endnoteRef:8] One of the main reasons for crypto’s boost in popularity, especially Bitcoin, is the potential investment returns from the speculative nature of the currencies.[endnoteRef:9] Another draw of crypto is the anonymity the technology provides.[endnoteRef:10]  [7:  What is Cryptocurrency?, COINBASE, https://www.coinbase.com/learn/crypto-basics/what-is-cryptocurrency [https://perma.cc/HNK4-W88Y] (last visited Sept. 24, 2025).]  [8:  Id.]  [9:  Anshu Siripurapu & Noah Berman, The Crypto Question: Bitcoin, Digital Dollars, and the Future of Money, COUNCIL ON FOREIGN RELATIONS, https://www.cfr.org/backgrounder/crypto-question-bitcoin-digital-dollars-and-future-money [https://perma.cc/9DLQ-V4UV] (last updated Jan. 17, 2024).]  [10:  Id.] 

Cryptocurrencies work by sending funds from one digital wallet to another, and these transactions are recorded as blocks on public ledgers, creating a blockchain.[endnoteRef:11] Although the blockchain itself is public, the wallets are anonymously owned.[endnoteRef:12] There is no identifying information about the parties involved except for the often pseudo-named wallets themselves.[endnoteRef:13] [11:  Id.]  [12:  Id.]  [13:  Id.] 

In addition to the anonymity provided by cryptocurrencies, their popularity has been boosted by the decentralized networks they run on.[endnoteRef:14] The traditional finance systems operate via centralized institutions, meaning transactions are facilitated through an intermediary such as a bank or a payment processor.[endnoteRef:15] Crypto transactions, in contrast, require no single middleman.[endnoteRef:16] Instead, a network of participants,[endnoteRef:17] an algorithm, or a combination of both verify each exchange, creating the aforementioned blockchain.[endnoteRef:18] This mode of operation, compounded by crypto’s internet-only existence, also allows funds to be moved across international borders nearly instantaneously.[endnoteRef:19]  [14:  COINBASE, supra note 6.]  [15:  Subei, supra note 4, at 264.]  [16:  Id. at 264.]  [17:  Id. at 264.]  [18:  EUROPOL, supra note 2, at 6.]  [19:  COINBASE, supra note 6.] 

III. Illicit Uses of Crypto
	While many crypto evangelists have hailed its decentralized network as a way to escape from the overreach of banks and stifling bureaucracy in a move towards the democratization of finance,[endnoteRef:20] more nefarious entities have found crypto to be an efficient means to fund their ends.[endnoteRef:21]  [20:  Hilary J. Allen, Cryptocurrencies Can’t Deliver their Claimed Benefits, and Instead Pose Grave Risks, FINANCE AND DEVELOPMENT MAGAZINE, IMF, (Sept. 2022) https://www.imf.org/en/Publications/fandd/issues/2022/09/Point-of-View-the-superficial-allure-of-crypto-Hilary-Allen#:~:text=Even%20if%20the%20market%20for,financial%20assets%20to%20begin%20with [https://perma.cc/3B37-XXZB].]  [21:  EUROPOL, supra note 2, at 5.] 

	Most of the traditional means of transferring currency are regulated, either by governments or by internal policies of financial institutions.[endnoteRef:22] The Know Your Customer (“KYC”) and Anti-Money Laundering (“AML”) rules are designed to verify customers and monitor account activity in order to prevent the transfer of money through financial platforms for criminal uses such as money laundering, purchasing illegal contraband, and financing terrorist organizations, among other things.[endnoteRef:23] KYC regulations, which are “the backbone of any successful compliance and risk management programme[sic] . . . ,”[endnoteRef:24] involve establishing the customer’s identify to help in verifying the nature of their activities and the legitimacy of their funds.[endnoteRef:25] Crypto exchanges, however, often lack these regulations.[endnoteRef:26] If exchanges do have them, they are very weak and more optional rather than mandatory.[endnoteRef:27] The limited oversight on many crypto exchanges and platforms allow criminals to avoid detection and launder money for any of their illicit activities.[endnoteRef:28] [22:  See generally, Frequently Asked Questions (FAQ) regarding Anti-Money Laundering (AML), FINRA,
 https://www.finra.org/rules-guidance/key-topics/aml/faq [https://perma.cc/W3AK-TR8C]; Anti-money laundering and countering the financing of terrorism at EU level, EUROPEAN COMMISSION, https://finance.ec.europa.eu/financial-crime/anti-money-laundering-and-countering-financing-terrorism-eu-level_en [https://perma.cc/5VH5-P2H9].]  [23:  Anti-Money Laundering (AML), FINRA, https://www.finra.org/rules-guidance/key-topics/aml#:~:text=Firms%20must%20comply%20with%20the,securities%20fraud%20and%20market%20manipulation [https://perma.cc/98AP-AA3T].]  [24:  Know Your Customer (KYC), SWIFT, https://www.swift.com/risk-and-compliance/know-your-customer-kyc#:~:text=illicit%20criminal%20activities.-,Know%20Your%20Customer%20(KYC)%20standards%20are%20designed%20to%20protect%20financial,of%20funds%20is%20legitimate%3B%20and [https://perma.cc/E3JJ-E8D9].]  [25:  Id.]  [26:  EUROPOL, supra note 6, at 9.]  [27:  Id.]  [28:  Id.] 

	Although many countries have imposed safeguards to combat criminal activity funded by crypto, the enforcement varies from country to country.[endnoteRef:29] At the one extreme, China implemented a blanket ban on almost all cryptocurrency-related activities due to concerns over financial stability.[endnoteRef:30] At the other extreme, North Korea’s state-sponsored crypto criminal enterprise works to further the country’s foreign policy goals.[endnoteRef:31] Because of the online nature of cryptocurrency, criminals can and do exploit these gaps by operating in countries with high illicit crypto exposure like North Korea, Nigeria, and Russia,[endnoteRef:32] while targeting individuals living in countries with greater safeguards like the United States and countries in the European Union.[endnoteRef:33] Nigeria, for example, recently enacted measures to regulate crypto.[endnoteRef:34] The country, however, remains one of the most prolific producers of illicit crypto actions.[endnoteRef:35] In fact, the rate of illicit crypto exposure actually increased from January 2023 through October 2023 to the same period in 2024.[endnoteRef:36] [29:  See generally, Subei, supra note 4, at 277-84.]  [30:  Id. at 277-78.]  [31:  Dylan Stent, How North Korea’s Cryptocurrency Theft Supports Foreign Policy Goals, GEO. J. OF INT’L AFFS., (May 27, 2024) https://gjia.georgetown.edu/2024/05/27/how-north-koreas-cryptocurrency-theft-supports-foreign-policy-goals/ [https://perma.cc/THM4-WYSS].]  [32:  2024 Crypto Adoption and Exposure Report, TRM https://www.trmlabs.com/reports-and-whitepapers/2024-crypto-adoption-and-illicit-exposure-report [https://perma.cc/C523-K9ZN].]  [33:  See Schepp, supra note 4; See Subei, supra note 4, at 283-84.]  [34:  TRM, supra note 27.]  [35:  Id.]  [36:  Id.] 

IV. Current Forms of Crypto Regulation
	Crypto has clearly entrenched itself in the world of finance and is here to stay.[endnoteRef:37] Thus, there needs to be some form of global crypto regulation agreed upon by members of the United Nations or some other international body. There is no tried-and-true method yet, but many countries and regions have begun implementing regulations that aim to address the illicit uses of crypto without stifling innovation and adoption of the new-wave currency.[endnoteRef:38] [37:  See Mullen, supra note 1.]  [38:  See Subei, supra note 4, at 277-84.] 

	Switzerland, for example, has become a hotspot for crypto start-ups.[endnoteRef:39] Entrepreneurs continue to flock to Switzerland not only because of its regulatory clarity and favorable tax treatments, but also due to the financial security that Switzerland’s strict AML and KYC requirements provide.[endnoteRef:40] The compliance requirements created by laws, such as the Blockchain Act of 2021, promote transparency, which in turn “strengthens investor protections and legal certainty for digital assets.”[endnoteRef:41] [39:  Id. at 279-80.]  [40:  Id.]  [41:  Id. at 280.] 

	Additionally, the European Union (“EU”) has enacted its own cross-border crypto regulations.[endnoteRef:42] The EU’s Markets in Crypto-Assets (“MiCA”) regulations, however, are more focused on reducing the volatility of crypto and less on addressing the criminal uses of crypto.[endnoteRef:43] While MiCA created AML compliance requirements,[endnoteRef:44] criminals still find ways to exploit the framework and advertise their ability to provide such services on the dark web.[endnoteRef:45] [42:  Id. at 283-84.]  [43:  Id. at 283-84.]  [44:  See Subei, supra note 4, at 283.]  [45:  EUROPOL, supra note 2, at 12.] 

V. Pathways and Roadblocks to the Implementation of Global Crypto Regulations
	Without even factoring in international issues outside of crypto, one of the main barriers for creating and implementing a global regulatory framework or organization is gaining the cooperation of enough countries to make the regulations effective.[endnoteRef:46] In July 2023, the Financial Stability Board (“FSB”) published its global regulatory framework for crypto.[endnoteRef:47] While the framework is comprehensive and comes from an organization with the global clout and connections required to convince countries to enact such a framework, it does not address the criminal side of crypto.[endnoteRef:48] Regulations which target criminal activities involving crypto have proven to deter crimes while promoting financial stability.[endnoteRef:49] [46:  See Subei, supra note 4, at 277-84 (explaining the differences in how major countries and regions regulate crypto); see Stent, supra note 26 (North Korea actively promotes crypto-specific and adjacent criminal activity to fund the country and further its foreign policy goals).]  [47:  FSB Global Regulatory Framework for Crypto-Asset Activities, FINANCIAL STABILITY BD. (Jul. 17, 2023).]  [48:  See id. (detailing how the framework would promote financial stability and oversight of crypto markets, but not criminality specifically).]  [49:  Anti-Money Laundering and Combating the Financing of Terrorism (AML/CFT), IMF, https://www.imf.org/en/Topics/Financial-Integrity/amlcft [https://perma.cc/Q8NH-C5PE] (discussing how money laundering and related crimes, which are often linked to terrorist financing, are crimes with economic effects that threaten the stability of financial sectors. In an increasingly global world, the potential harms of these crimes are multiplied).] 

Thus, a global entity such as the FSB or International Monetary Fund should draft a framework that mirrors the current international compliance regulations for traditional financial institutions, but with crypto-specific measures, to target criminal institutions using crypto in illicit ways and propose the framework to the United Nations or G20. The drafting organization should look to regulations and enforcement procedures implemented by Swift, the global payment processor that counts most of the world’s largest financial institutions as its customers.[endnoteRef:50] In order to increase compliance, the controlling bodies or influential countries could threaten sanctions on countries that do not comply, similar to the current international financial regulations.[endnoteRef:51] [50:  Risk and Compliance, SWIFT, https://www.swift.com/risk-and-compliance [https://perma.cc/MQ2C-Z9A6].]  [51:  List of Sanctioned Countries by OFAC, UN, and EU (2025), SANCTION SCANNER, (Jun. 13, 2025) https://www.sanctionscanner.com/blog/list-of-sanctioned-countries-by-ofac-un-and-eu-2025-1103 [https://perma.cc/6LYM-X24K].] 

	Another roadblock that poses a problem for a global regulation is how crypto assets are classified.[endnoteRef:52] The wide-ranging classifications, or lack thereof, of all forms of crypto create a difficulty in treating crypto in the same format of fiat currencies.[endnoteRef:53] Thus, to make any crypto regulations enforceable and to limit loopholes, the regulatory framework should broadly define all cryptocurrencies as financial assets to begin and then categorize different forms of crypto as necessary as the technology develops over time. One way to broadly define different types of crypto is to categorize it all as financial assets instead of trying to decipher whether they are debt securities, currency, or nonfinancial assets.[endnoteRef:54] [52:  F.18 The Recording of Crypto Assets in Macroeconomic Statistics, JOINT FINANCIAL AND PAYMENTS SYSTEMS TASK TEAM (FITT), 2 (2008), https://www.imf.org/external/pubs/ft/gfs/gfsac/pdf/Recording_Crypto_Assets_MacroStats_July_22.pdf [https://perma.cc/7PKN-E5HU]. ]  [53:  Id. at 5-10.]  [54:  See id. at 5-6.] 

VI. Conclusion
	In an increasingly digital world, criminals are turning to crypto to finance their illicit operations.[endnoteRef:55] Bad actors exploit the gaps in regulations across countries, taking advantage of the borderless and near-instantaneous transactions of crypto to launder money, buy and sell drugs, and finance terrorist activities, among other nefarious schemes.[endnoteRef:56] Many countries have already enacted regulations with varying levels of scrutiny and organizations are proposing global regulations.[endnoteRef:57] Yet, these are ineffective in stopping criminal activities either because enforcement is restricted by borders or the regulations focus too much on financial stability.[endnoteRef:58] Therefore, a global regulatory framework or body specifically designed to target crimes involving crypto should be established to address the current gaps in regulations that criminals arbitrage to further their dastardly deeds. [55:  EUROPOL, supra note 2, at 2.]  [56:  Id. at 2-3.]  [57:  Id.]  [58:  See Subei, supra note 4, at 277-84; FINANCIAL STABILITY BD., supra note 42.] 
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